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A Survey Paper on Sink-hole Attack Resilience
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Abstaa- The Internet of Things ([oT) based remote
monitoring o[ tlre environment gained tremendous attention
from researchen. Wireless monitoring is offered through the
loT-enabled technologies under applications like lntelligent
Transport System (ITS), healthcare, home automation,
precision agriculture, etc, The working of IoT applications has

been the basis on different kinds regards sensor nodes that
were deployed for lield data sensing & transmitting through a

base station (BS). The Wireless Sensor Network (WSN)-
assisted IoT networks to suffer from two challenges like
energy-elliciency & various security throats such as sinkhole,
black hole, Daniel of Service attacls, etc' 'l'his survey paper'

studying the recent security measures t0 Protect
communications liom such attackers. A systematic review

conducted on lightweight security solutions like trust'based &
probe route-based mechanisms under this research.

Comparative anatysis of such methods presented in terms of
security tecbnique, attacks, performance metrics, etc. The
outputs of this paper have been critics of research observed
through the comparative analysis of reviewed metbods.

Keywords* Attacks, Internet of Things, lVireless Sensor

Nefivorks, Security Measures, Trust-Bqsed Detection, Probe'

Routa

I. INTR0DUCTION

A WSN (Wireless Sensor Network) consists of small

nodes with the ability to sense and transmil data to the base

station. The wireless setrsor network is used in separate

statelnents such as military activities to track their cr:cmy's lSecono 
ha'ld 

L.-
movement. A sinkhole attack is an unauthorized attack that I llil0rrnallOn 

I

a node within the network was attacker vulncrability and

larurched an attack. The node tansmits then attempts, based

on the routing algorithm's tansport protocol, to accumulate

all the information from adjacent routos, It will launch an

assault when it has managed to accomplish that, Because of
wireless sensor nehilorks' many-to-one coflrmunication

style, each node sends data to the sink, and this WSN is
susceptible to sinkhole attacks, This paper describes the

Sink-hole attack detection techniques in wireless sensor

nelworks (WSN), Numerous researchers have already done

is used for the detection of network uttrrtt, 
-m tf,i I9

various methods for the detection of malicious nodes from

cluster networks or random networks. 'Ihe state of fut Fig'l'wfocSe

describes the gap analysis of those existing methods,which ,n. ,ml$dOescribes

,i;1#';,;,'ld;irut*rh*ffi ;i.,i"1ffiffi p*'*m:tm,,',fi:H*;lHffi*:

Dr. Ninad More 2

Associate Profasor
Department of Comryter Science and Engineering,

Chhatrapati Shivaji Maharaj Universiry
Panvel, Navi Mumbai, Maharashtra, India.

ninadmore@csmu.ac.in

II. LITERA'|UREREVIEW

A. Reputation-Based Architecture for High lntegrity
Sensor Networlrs fil

The Bayesian formulation has used for communication

data validation between the source node as well as sink
nodes and reputation represe,nted in the sensor network This

system utilized watchdog that consists of three modules
WMRouting, WMData, and WMProcessing, Routing can
monitor the data commuuication behaviours between nodes,

including forwarding and receiving activity. The WMdata
detccts neiglrbour nodes malicious activities while
WMrouting gsnsrates new comlnunication linls from sink to

source node. I'he WMData model works like an intusion
detection approach that can build ttre networks trust and

reputation during' data ffansmission, The rqutation
caiculation is another mechanism. The importance of ld node

evaluated by 7d node like event localization process. This

framework also used Beta Reputation System (BRSN) for
sensor nerwork that used for reputation representation of
each node using Bayesian network.

a rvatchdog securily sYstem in

"*[,Tf$Sfbrrtrt'nr
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